ONLINE SAFETY
EYFS & Year 1
· Always ensure a trusted adult knows what you are doing online and inform a trusted adult if you feel sad, scared or confused.
· Understand the need to always be kind and considerate to others in the real world and the virtual world.
· Understand that the internet is fun, but just like there are rules in the real world to keep you safe there are rules for keeping you safe in the online world.
· Understand a trusted adult and identify your circle of trusted adults.
Year 2 
· Understand login details and passwords should only be shared with trusted adults.
· Understand that you can be connected to many people in your life (real life and online).
· Understand that when you communicate and play games online always be polite and respectful.
· Understand the need to talk to your trusted adult before sharing information about yourself online.
· Understand that some of the people you interact with online may not be who they say they are.
Year 3
· Understand the dangers of clicking links from people you do not know.
· Understand and identify personal information about yourself and other people.
· Understand that sharing personal information is dependent on who you share it with.
· Understand the potential consequences of sharing personal information with strangers.
· Understand that bullying through the use of technology is called online bullying and how to report it.
· Understand that not all information that you access online is accurate or reliable.
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· Understand that many sites and games have age limits or PE
· GI ratings and the importance of only accessing content appropriate to your age.
· Understand how personal information you submit online can be shared with others and the possible consequence of this.
· Explain what steps you can take to ensure information you submit online is only accessed by the people you trust.
· Explore the similarities and differences of virtual and real world communication to develop an understanding of positive online communication.
· Be able to use strong passwords for all online accounts and devices and ensure they are locked when not in use.
Year 5
· Understand the term plagiarism and copyright and be aware of the implications of copying and sharing content without permission.
· Understand the importance of using trusted sites and carrying out multiple searches to ensure information found online is accurate and reliable.
· Understand how to use blocking/unsubscribing/reporting mechanisms if you come across online content or interactions that are unsolicited or make you feel sad, scared, threatened or confused.
· Understand the need to know and control who you interact with online, that the information you share online can be stored and shared with others and is almost impossible to remove.
· Understand the causes and consequences of online bullying and discuss behaviours and strategies to prevent and stop online bullying.

Year 6
· Understand the need to have a balanced lifestyle and be aware of the impact of too much ‘screen time’ and games/internet addiction.
· Understand the concept of a ‘digital footprint’, the long term implication of content you publish online and the importance of developing a ‘positive online image’.
· Understand the need to ensure all devices you use to access online content are appropriately configured and secure.
· Understand the need to evaluate whether games, websites and social media are appropriate for specific ages.

